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« Low-bandwidth low-latency devices: enforce constant traffic rate
« High-bandwidth low-latency devices: simulate realistic user events
with Hidden Markov Models so that real and simulated events

become indistinguishable

« GOAL: Protect user privacy by creating library for loT
developers to obfuscate traffic
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Approach Evaluation of Overhead Bandwidth Consumption

Bandwidth Consumption for Belkin WeMo Switch (a
high-bandwidth low-latency device)

Measured an average of 2.56 KB/s of average

Effect of Changing Average Payload Size and Average
Inferpacket Delay for a Nestcam Security Camera
Motion Detector (a low-bandwidth low-latency device)

« Narrow scope to hon-general-purpose devices
« Create solutions for three categories of devices
o High-latency devices - functionality not affected by long

Effect of Changing Average Payload Size and
Average Interpacket Delay for a Sense Sleep
Monitor (a high-latency device)
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