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*Important for news articles

NATO Leaders Try to Pin Down U.S.
on Ukraine Aid as Republicans Waver

Continued American funding for Ukraine was a key concern for
leaders in the military alliance, who met as the current allocation
was running down and a Ukrainian counteroffensive appeared
stalled.
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With Republicans in Congress stalling on granting Ukraine more
military aid, NATO’s top diplomat warned on Tuesday that it would
be “dangerous” to curtail support to the war, as member countries
tried to pin down the United States on its commitments to Kyiv and
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Since Russia's attacks on Ukraine began, we have seen several videos
and pictures go viral that are actually fake posts.
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Russian parade rehearsal to show
invasion of Ukraine
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Proofs for Post-Processing Ops

*PhotoProof (Naveh and Tromer, 2016): a few minutes to
generate photo editing proofs for 128 x 128 pixel image

*New tools enable faster development!

==>circom

CIRCUIT COMPILER

The Noir Programming Language




Performance for Post-Processing Ops Proofs

For resizing, cropping, grayscale ops on images of about
6000 x 4000 pixels (~30MP) using Circom:

*Proof generation time: <1 second by newspaper
*Witness generation time: <4 minutes once per image

*Verification time: 2 ms

, - by browser
*Proof size: <1 KB
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* Collision-resistant assuming SIS — prover must prove
original photo representation is low norm
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To prove x is low norm,

i.e., x € {0,1,..,R—1}" R =4
¢ y:=10,1,..,R — 1]
e Z :=sort(x||y)

<l
o
=
N
(8]

Ny
o
=
N
w

***[BCGIM’18, GWC’'19, GW’20]



Verifying Signatures in a SNARK Prover

To prove X is low norm,
i.e., x € {0,1,..,R—1}" R =4
¢ y:=10,1,..,R — 1]
e Z :=sort(x||y)
Must show:

e Z is permutation of x and y
e z[i + 1] — z[i] € {0, 1}

<I X
o
=
N
w

Ny
o
=
N
w

***[BCGIM’18, GWC’'19, GW’20]
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| know Orig such that:

1. signature is a valid signature on Orig

NN

2. Edited is the result of applying Ops to Orig

3. metadata(Edited) = metadata(Orig)
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***Joint work with Starling Lab (https://rb.gy/vcc3wu)
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Conclusions

* Proof systems have greatly improved due to their need in blockchains
= non-blockchain applications benefit

* Proofs about large images (4000 x 6000) can be done in reasonable
time

* Applicable to C2PA for image authenticity
* If keys extracted, all bets are off = could rely on hardware enclaves

* Open problem: ZK proofs for videos?



